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57 ABSTRACT

Methods of implementing designs in programmable logic
devices (PLDs) to reduce susceptibility to single-event
upsets (SEUs) by taking advantage of the fact that most PL.D
designs leave many routing resources unused. The unused
routing resources can be used to provide duplicate routing
paths between source and destination of signals in the
design. The duplicate paths are selected such that an SEU
affecting one of the duplicate paths simply switches the
signal between the two paths. Thus, if one path is disabled
due to an SEU, the other path can still provide the necessary
connection, and the functionality of the design is unaffected.
The methods can be applied, for example, to routing soft-
ware for field programmable gate arrays (FPGAs) having
programmable routing multiplexers controlled by static
RAM-based configuration memory cells.
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METHODS OF REDUCING THE
SUSCEPTIBILITY OF PLD DESIGNS TO
SINGLE EVENT UPSETS

FIELD OF THE INVENTION

The invention relates to programmable logic devices
(PLDS) subject to single event upsets (SEUS). More par-
ticularly, the invention relates to methods of using redundant
routing resources to minimize the susceptibility to SEUs of
a design implemented in a PLD.

BACKGROUND OF THE INVENTION

Programmable logic devices (PLDS) are a well-known
type of digital integrated circuit that can be programmed to
perform specified logic functions. For example, one type of
PLD, the field programmable gate array (FPGA), typically
includes an array of configurable logic blocks (CLBs) sur-
rounded by a ring of programmable input/output blocks
(IOBs). Some FPGAs also include additional logic blocks
with special purposes (e.g., DLLs, RAMs, processors, and
so forth).

FPGA logic blocks typically include programmable logic
elements such as lookup tables (LUTs), memory elements,
multiplexers, and so forth. The LUTs are typically imple-
mented as RAM arrays in which values are stored during
“configuration” (i.e., programming) of the FPGA. The flip-
flops, multiplexers, and other components are also pro-
grammed by writing configuration data to configuration
memory cells included in the logic block. For example, the
configuration data bits can enable or disable elements, alter
the aspect ratios of memory arrays, select latch or flip-flop
functionality for a memory element, and so forth. The
configuration data bits can also interconnect the logic ele-
ments in various ways within a logic block by programming
select values for multiplexers inserted in the interconnect
paths within the logic block.

The various logic blocks are interconnected by a pro-
grammable interconnect structure that includes a large num-
ber of programmable interconnect lines (e.g., metal traces).
The interconnect lines and logic blocks are interconnected
using programmable interconnect points (PIPs). For
example, a PIP can be implemented as a simple CMOS
passgate. When the passgate is turned on, the two intercon-
nect lines on either side of the passgate are electrically
connected. When the passgate is turned off, the two inter-
connect lines are isolated from each other. Thus, by con-
trolling the values on the gate terminals of the passgates,
circuit connections can be easily made and altered. The
value controlling each passgate is also stored in a configu-
ration memory cell.

FIG. 1 shows an exemplary implementation of a routing
path between a source logic block (LB) 101 and a destina-
tion logic block 102. In the PLD of FIG. 1, each interconnect
line (103-107) is driven by an associated programmable
routing multiplexer (113—117, respectively). In some PLDS,
interconnect line 103 is driven by a driver or multiplexer
included in source logic block 101, i.e., multiplexer 113 is
omitted. The path between the source 101 and destination
102 logic blocks traverses multiplexer 113, interconnect line
103, multiplexer 114, interconnect line 104, multiplexer 115,
interconnect line 105, multiplexer 116, interconnect line
106, multiplexer 117, and interconnect line 107.

FIG. 1A shows one possible implementation of routing
multiplexer 116 of FIG. 1, in which routing multiplexer 116
includes a 4-input multiplexer 121 controlled by two con-
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figuration memory cells MC1 and MCO. The values stored
in configuration memory cells MC1 and MCO select one of
the input signals INO-IN3 to be passed to the output node
OUT. (In the present specification, the same reference char-
acters are used to refer to terminals, interconnect lines,
nodes, and their corresponding signals.) In the pictured
example, input terminal IN1 of multiplexer 121 is coupled
to interconnect line 105 of FIG. 1. The other input terminals
INO, IN2, IN3 are coupled to other interconnect lines (not
shown). Configuration memory cells MC1 and MCO store
low and high values, respectively, selecting the signal on
interconnect line 105 to be passed to the output node OUT
through input terminal IN1. The output node OUT is
coupled to interconnect line 106 of FIG. 1.

Routing multiplexers typically include more than four
input signals, but four input signals are shown in FIG. 1A,
for clarity. The number of configuration memory cells
controlling the multiplexer depends at least in part on the
number of input signals to the multiplexer.

In FPGAs, configuration memory cells are typically
implemented as static RAM (random access memory) cells.
Each FPGA typically contains many thousands or even
millions of these static RAM configuration memory cells.

When bombarded by high-energy particles, a static RAM
cell can change state. For example, a stored high value can
be inadvertently changed to a low value, and vice versa.
These inadvertent and undesired state changes are known as
“single event upsets”, or SEUs. Sometimes an SEU has no
effect on the functionality of the design. At other times, an
SEU can change the function of an FPGA such that the
circuit implemented in the FPGA no longer functions prop-
erly.

For example, if a static RAM cell controlling a passgate
changes state, but the two interconnect lines on either side
of'the passgate are not used in the design, this change of state
has no effect on the function of the circuit. Similarly, a
change of state in a memory cell in an unused LUT has no
effect. However, when SEUs occur in portions of the FPGA
that are in use, the SEUs can result in loss of function for the
design implemented in the FPGA.

In some applications, such as space-based applications in
a low-earth orbit, it is important to minimize the effects of
SEUs in PLD-based (e.g., FPGA-based) designs. SEUs can
also be a concern in some earth-based systems, e.g., systems
in high altitude locations. One method of mitigating and
minimizing these effects is “triple modular redundancy”, or
TMR, in which three copies of a circuit are included in a
design. Any two copies of the circuit can override output
from the third copy, if it generates data different from the
other copies. While useful in many applications, implement-
ing a circuit using TMR requires about three times as many
programmable resources as a standard implementation.

Therefore, it is desirable to provide methods other than
TMR that will reduce the susceptibility to SEUs of a PLD
design.

SUMMARY OF THE INVENTION

The invention provides methods of implementing designs
in programmable logic devices (PLDs) to reduce suscepti-
bility to single-event upsets (SEUs). The methods of the
invention take advantage of the fact that most PLD designs
leave many routing resources unused. The unused routing
resources can be used to provide duplicate paths between
source and destination of signal paths in the design. The
duplicate paths are selected such that an SEU affecting one
of'the duplicate paths simply switches the signal between the
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two paths. Thus, if one path is disabled due to an SEU, the
other path can still provide the necessary connection, and the
functionality of the design is unaffected. The methods of the
invention can be applied, for example, to routing software
for field programmable gate arrays (FPGAs) controlled by
static RAM-based configuration memory cells.

In some embodiments, the duplicate paths are provided
during the routing phase of the place-and-route implemen-
tation of the PLD design. In other embodiments, a post-
processing step performed on a previously placed and routed
PLD design adds additional paths to reduce the susceptibil-
ity of the design to SEUs.

In some embodiments, each of the duplicate paths
traverses a routing multiplexer that can optionally select
either of the duplicate paths. The input terminals used by the
duplicate paths are selected such that an SEU affecting input
selection for the programmable routing multiplexer simply
changes the input selection from one to the other of the
duplicate paths.

In some embodiments, three duplicate paths are provided
for a node. Destination logic for the node is implemented
using triple modular redundancy (TMR), e.g., in a look-up
table (LUT) of an FPGA. All three paths are provided to the
LUT, each providing a TMR input. Therefore, if one of the
paths is subject to an SEU, the other two paths (which are
unaffected) ensure that the correct signal value is utilized in
the destination logic.

In some embodiments, two duplicate paths are provided,
one of which traverses a transparent latch, and the other of
which bypasses the transparent latch. For example, many
FPGAs include programmable memory elements that can be
configured as both flip-flops and transparent latches. If the
memory element is otherwise unused by the design imple-
mentation, a signal can both traverse and bypass such an
element without affecting resource utilization for the rest of
the design.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example,
and not by way of limitation, in the following figures.

FIG. 1 shows an exemplary routing path between a source
logic block and a destination logic block in a PL.D design
generated using known methods.

FIG. 1A shows a 4-input routing multiplexer that can be
used, for example, in the routing path of FIG. 1.

FIG. 2A shows the steps of a first method of reducing the
susceptibility to SEUS of a design implemented in a PLD,
according to an embodiment of the invention.

FIG. 2B shows the steps of a second method of reducing
the susceptibility to SEUs of a design implemented in a
PLD, according to another embodiment of the invention.

FIG. 3 shows exemplary routing paths implemented in a
PLD according to an embodiment of the present invention.

FIG. 4 shows one implementation of a 4-input multiplexer
that can be used, for example, in the routing paths of FIG.
3.

FIG. 5 shows one implementation of a 4-input multiplexer
that can be used, for example, in the routing paths of FIG.
6.

FIG. 6 shows exemplary routing paths implemented in a
PLD according to another embodiment of the present inven-
tion.

FIG. 7 shows the steps of a first method of implementing
a design in a PLD to reduce susceptibility to SEUS, utilizing
duplicate paths through a routing multiplexer.
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FIG. 8 shows the steps of a second method of implement-
ing a design in a PLD to reduce susceptibility to SEUS,
utilizing duplicate paths through a routing multiplexer.

FIG. 9 shows the steps of a third method of implementing
a design in a PLD to reduce susceptibility to SEUS, utilizing
duplicate paths through a routing multiplexer.

FIG. 10 shows the steps of a fourth method of imple-
menting a design in a PLD to reduce susceptibility to SEUS,
utilizing duplicate paths through a routing multiplexer.

FIG. 11 shows the steps of a fifth method of implementing
a design in a PLD to reduce susceptibility to SEUs, utilizing
duplicate paths through a routing multiplexer.

FIG. 12 shows the steps of a sixth method of implement-
ing a design in a PLD to reduce susceptibility to SEUs,
utilizing duplicate paths through a routing multiplexer.

FIG. 13 shows the source logic and destination logic for
a node in a PLD design, and a single routing path intercon-
necting the source and destination logic.

FIG. 14 shows the source logic and destination logic for
a node in a PLD design, the destination logic being imple-
mented using TMR in an FPGA look-up table (LUT), and
the three duplicate paths interconnecting the source and
destination logic.

FIG. 15 shows a portion of an FPGA design that imple-
ments a node using two duplicate paths implemented in the
interconnect structure of the FPGA.

FIG. 16 shows a portion of an FPGA design that imple-
ments a node using two duplicate paths, one of which
traverses a transparent latch and one of which bypasses the
transparent latch.

FIG. 17 shows a portion of an FPGA design that imple-
ments a node by combining several of the techniques
illustrated in the other figures.

FIG. 18 shows how a PLD design can use weak pull-ups
to provide another way in which duplicate routing paths can
reduce the effects of SEUs.

FIG. 19 shows how a PLD design can use weak pull-
downs to provide another way in which duplicate routing
paths can reduce the effects of SEUs.

DETAILED DESCRIPTION OF THE DRAWINGS

The present invention is believed to be applicable to a
variety of programmable logic devices (PLDs). The methods
of the invention have been found to be particularly appli-
cable and beneficial for designs implemented using field
programmable gate arrays (FPGAS) controlled by static
RAM-based configuration memory cells. However, the
methods of the invention are not so limited, and can be
applied to any PLD subject to single event upsets.

The implementation of a design in a PLD typically
includes two phases. In the “placement” phase, the design is
divided into sub-circuits, where each sub-circuit is sized to
fit into one of the available programmable logic blocks (or
into a portion of one of the available blocks). This step is
known as “mapping”. Each sub-circuit is then assigned to
one of the programmable logic blocks in the PLD. The result
of this process is a PL.D placement that includes the logic in
the design but does not include the interconnections between
logic in different logic blocks. In the “routing” phase, the
nodes (nets) interconnecting the various logic blocks are
added to the design. Once the design has been fully imple-
mented, e.g., placed and routed in the PLD, a configuration
data file is generated from the placed and routed design. The
configuration data file will implement the design when
loaded into the PLD.



























