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57 ABSTRACT

Method and apparatus for decoding configuration data is
described. A programmable logic device having a configu-
ration interface is coupled to boot memory coupled at the
configuration interface. The boot memory contains boot
cores for configuring the programmable logic device via the
configuration interface. The boot cores include a configu-
ration decoder core and an internal processor interface core.
The boot cores may further include a processor core. The
configuration decoder core provides a peripheral interface
internal to the programmable logic device, and the boot
memory contains at least one set of instructions for decoding
encoded data and at least one library for writing decoded
encoded data to configuration memory of the programmable
logic device. The encoded data is obtained from data
memory via the peripheral interface.
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BOOTABLE PROGRAMMABLE LOGIC
DEVICE FOR INTERNAL DECODING OF
ENCODED CONFIGURATION DATA

FIELD OF THE INVENTION

One or more aspects of the invention relate generally to
configuration/reconfiguration of a programmable logic
device (“PLD”) using encoded data.

BACKGROUND OF THE INVENTION

Programmable logic devices, such as field programmable
gate arrays (“FPGAs”), have incorporated other types of
hardware blocks, such as microprocessors, multipliers, and
multi-gigabit transceivers, among others. Some of these
hardware blocks can be implemented either as dedicated
hardware circuitry or a portion of the FPGA resources can be
used to implement these blocks. For example, a micropro-
cessor core may be embedded in an FPGA (“an embedded
processor”), or a portion of FPGA resources like configu-
ration logic blocks (“CLBs”), multipliers and BRAMs may
be configured to act as a microprocessor (“a soft processor™).

One recent addition to FPGAs includes an internal con-
figuration access port (“ICAP”). An ICAP was added to
enable self-reconfiguration of FPGAs. In other words, one
part of the configured FPGA can reconfigure another part of
the FPGA by accessing configuration memory from within
the FPGA using the ICAP.

However, heretofore, encoded configuration information
that can be provided to a programmable logic device was
limited to dedicated decoding circuitry supported in that
device. One example of decoding circuitry may be used for
configuration stream decryption. Configuration data may be
highly sensitive, and sending such data in the clear poses a
significant risk for technology theft, so use of encryption is
compelling. Some FPGAs have dedicated triple-DES
decryption circuitry on-chip and thus can only decrypt
triple-DES encrypted configuration data. “DES” is short for
Data Encryption Standard. Of course, not only does this
limit the type of encryption used, as there are many other
well-known forms of encryption, circuitry used to support
such decryption uses integrated circuit area. Examples of
other encryption/decryption algorithms include Rivest-
Shamir-Adleman (“RSA”), Advanced Encryption Standard
(AES), and Data Encryption Algorithm (“DEA”; which is
DES), among others.

Accordingly, it would be desirable and useful to provide
means for handling encoded configuration data that does not
suffer from one or more of the above-identified limitations.

SUMMARY OF THE INVENTION

An aspect of the invention is a method for configuring a
programmable logic device, comprising: accessing at least
one boot core with the programmable logic device, the at
least one boot core for configuring the programmable logic
device; configuring the programmable logic device respon-
sive to the at least one boot core accessed that provides a
peripheral interface internal to the programmable logic
device, the peripheral interface for connectivity to obtain
encoded data external to the programmable logic device;
obtaining the encoded data by the programmable logic
device via the peripheral interface; accessing at least one set
of instructions by a processing device of the programmable
logic device; decoding by the processing device the encoded
data with the at least one set of instructions to provide
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configuration data; accessing by the processing device at
least one processor interface library; and programming using
the processing device the programmable logic device with
the configuration data using the at least one processor
interface library, the configuration data written to configu-
ration memory of the programmable logic device via an
internal configuration access port of the programmable logic
device.

Another aspect of the invention is a system for decoding
configuration data, comprising: a programmable logic
device having an internal configuration access port, configu-
ration memory, a configuration interface and configuration
logic; boot memory coupled to the configuration interface of
the programmable logic device; the boot memory containing
boot cores for writing to the configuration memory via the
configuration interface and the configuration logic to con-
figure the programmable logic device; the boot cores includ-
ing a configuration decoder core and the internal configu-
ration access port processor interface core; the configuration
decoder core for providing a peripheral interface internal to
the programmable logic device; the boot memory containing
at least one set of instructions for decoding encoded data
obtained from external data memory via the peripheral
interface; and the boot memory containing at least one other
set of instructions for writing decoded encoded data to the
configuration memory.

BRIEF DESCRIPTION OF THE DRAWINGS

Accompanying drawing(s) show exemplary embodiment
(s) in accordance with one or more aspects of the invention;
however, the accompanying drawing(s) should not be taken
to limit the invention to the embodiment(s) shown, but are
for explanation and understanding only.

FIG. 1 is a block diagram depicting an exemplary embodi-
ment of an FPGA.

FIG. 2 is a block diagram depicting an exemplary embodi-
ment of an internal configuration/reconfiguration (“configu-
ration”) interface.

FIG. 3 is a block diagram depicting another exemplary
embodiment of the internal configuration interface of FIG. 2.

FIGS. 4A and 4B are block diagrams depicting respective
exemplary embodiments of an FPGA system prior to loading
boot cores.

FIGS. 5A through 5D are block diagrams depicting exem-
plary embodiments of the FPGA system of FIGS. 4A and
4B, respectively, after instantiating circuitry responsive to
boot cores.

FIGS. 6A and 6B are flow diagrams depicting respective
exemplary embodiments of FGPA configuration flows.

FIG. 7 is a flow diagram depicting an exemplary embodi-
ment of an FPGA configuration memory readback flow.

To facilitate understanding, identical reference numerals
have been used, where possible, to designate identical
elements that are common to the figures.

DETAILED DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram depicting an exemplary embodi-
ment of an FPGA 90. FPGA 90 includes: input/output (I/O)
blocks 12 (each labeled 10) located around the perimeter of
FPGA 90, multi-gigabit transceivers (MGT) 14 interspersed
with the /O blocks, configurable logic blocks 16 (each
labeled CLB) arranged in an array, block random access
memory 18 (each labeled BRAM) interspersed with CLBs



US 7,328,335 Bl

3

16, configuration logic 112, configuration interface 114,
on-chip processor 92, and internal configuration access port
(ICAP) 120.

Processor 92 may be a dedicated (“embedded”) processor
or instantiated in configurable logic. Accordingly, as pro-
cessor 92 may be instantiated in configurable logic as a “soft
processor”, it is shown with dashed lines. Notably, there can
be more than one instance of processor 92 in programmable
logic devices (“PLDs”). Notably, for a multiple processor
embodiment, a designer may implement decoding in a
processor and pass the decoded data to another processor
which interfaces with ICAP 120 for reconfiguring FPGA 90.

Although FIG. 1 illustratively shows a relatively small
number of I/O blocks, CLBs and BRAMs for purposes of
illustration, it should be understood that an FPGA 90 con-
ventionally includes many more of these elements. Addi-
tionally, FPGA 90 includes other elements, such as a pro-
grammable interconnect structure and a configuration
memory array, which are not illustratively shown in FIG. 1.
Additional details regarding an example of an FPGA are
described in “Virtex-II™ Pro, Platform FPGA Handbook”,
(Oct. 14, 2002) which includes “Virtex-II Prow™ Platform
FPGA Documentation” (March 2002) “Advance Product
Specification,” “Rocket I/O Transceiver User Guide”, “PPC
405 User Manual” and “PPC 405 Processor Block Manual”
available from Xilinx, Inc., 2100 Logic Drive, San Jose,
Calif. 95124.

FPGA 90 is configured in response to a configuration
information (commands and data) bitstream, which is loaded
into a configuration memory array of FPGA 90 from an
external memory, e.g., a read-only memory (ROM), via
configuration interface 114 and configuration logic 112.
Configuration interface 114 can be, for example, a select
map interface, a JTAG interface, or a master serial interface.

Configuration memory may include columns of memory
cells, where each column includes a plurality of bits. Con-
figuration data is conventionally divided out into data
frames. Configuration data may be loaded into the configu-
ration memory array one frame at a time from external
memory via configuration interface 114.

FIG. 2 is a block diagram depicting an exemplary embodi-
ment of an internal configuration/reconfiguration (“configu-
ration”) interface 99. Internal configuration interface 99
includes a processor 92, a BRAM controller 32, at least one
BRAM 18, an ICAP controller 30, and ICAP 120, and
configuration logic 112.

Processor 92 is coupled to BRAM controller 32 via bus 34
for access to BRAM 18. Processor 92 is coupled to ICAP
controller 30 via busing or bus 34. Busing 34 may include
a peripheral bus and a processor local bus, and may include
a device control register bus. ICAP controller 30 provides
data and control signals to ICAP 120 and receives from
ICAP 120 data signals.

ICAP controller 30 and BRAM controller 32 are instan-
tiated in configurable logic responsive to a boot core. In
other words, a boot core includes configuration information,
which may be provided to FPGA 90 via configuration
interface 114, for instantiating in configurable logic and
programmable interconnects BRAM controller 32 and ICAP
controller 30, and interconnects for them. Notably, though
the term “boot” core is used, it should be appreciated that
after booting FPGA 90 using one or more boot cores, a user
may partially configure/reconfigure FPGA 90. This partial
reconfiguration may include sending encoded configuration
data to FPGA 90 which is then decoded by: circuitry
previously instantiated in FPGA 90 by such one or more
boot cores; or by circuitry previously instantiated in FPGA

20

25

30

35

40

45

50

55

60

65

4

90 by one or more boot cores and then partially reconfigured
by one or more boot cores. Additionally, a “boot” core, for
example for encoding or decoding configuration data, may
be instantiated and then removed, and then subsequently
instantiated and removed without rebooting FPGA 90. In
other words, a boot core may, though need not, be employed
at boot up of FPGA 90. Accordingly, the term “boot™ is not
limited to the time of booting FPGA 90, as a boot core may
be used after booting FPGA 90 and instantiated circuitry
may be configured and reconfigured post-booting of FPGA
90.

FIG. 3 is a block diagram depicting another exemplary
embodiment of internal configuration interface 99. Proces-
sor 92 is coupled to a BRAM controller/BRAM module 19
and ICAP controller 35 via bus 34. BRAM controller/
BRAM module 19 includes one or more BRAMs 18 and
includes BRAM controller 32 of FIG. 2. However, in this
embodiment, BRAM controller 32 of BRAM controller/
BRAM module 19 is provided as dedicated or application
specific circuitry and not instantiated in configurable logic.
ICAP controller 35 is coupled to ICAP 120. ICAP 120 is
coupled to a configuration memory array via configuration
logic 112.

ICAP controller 35 is coupled to BRAM controller/
BRAM module 19 via a separate bus 36 to facilitate data
transfer without using processor bus 34. It should be under-
stood that ICAP controller 35 is instantiated in configurable
logic and programmable interconnects responsive to a boot
core.

It should be understood that a Xilinx ICAP processor
interface (“XIPPI”) is an example of an internal configura-
tion interface. Additional details regarding the “XIPPI”
technology may be found in a co-pending patent application
entitled “RECONFIGURATION OF THE PROGRAM-
MABLE LOGIC OF AN INTEGRATED CIRCUIT”, by
Brandon J. Blodget, et al., U.S. patent application Ser. No.
10/377,857, filed Feb. 28, 2003, and assigned to a common
assignee, which co-pending application is incorporated
herein by reference in its entirety. It should be understood
that there are libraries, such as XIPPI libraries, which may
be used to configure or reconfigure FPGA 90.

FIG. 4A is a block diagram depicting an exemplary
embodiment of FPGA system 110 prior to loading boot
cores. FPGA system 110 includes FPGA 90 coupled to boot
memory 109. Boot memory 109 may be a programmable
read-only memory (“PROM?”) or other well-known form of
memory suitable for storing one or more cores 220. Alter-
natively, boot memory 109 may be part of FPGA 90, as
indicated with dashed lines. Optionally, additional memory
108, such as random access memory (“RAMN™) or other
well-known form of memory suitable for storing program
information, may be coupled to FPGA 90, for reasons which
are explained below in additional detail. Memory 108 is
optional as programs may be completely stored in FPGA 90
internal memory, including BRAMs. Loading of one or
more programs into BRAM may be part of a boot core. If
additional memory is needed for program or data storage,
external memory may used to store for such buffer storage,
where such external memory may be viewed as a well-
known peripheral for processor 92 having a well-known
interface.

In an embodiment, FPGA 90 may be put in communica-
tion with network 119 for access to data 222 stored in data
memory. Alternatively, network 119 may be omitted and
data memory 101 having data 222 may be directly connected
or connected through a bus, namely, direct-connect or bus
224, to FPGA 90, as illustratively shown in the block


















